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Insight-led IT services

Minimise risk,
help your business run more smoothly
and improve your peace of mind

As the digital economy picks up speed and remote working proliferates, there's a different
cyber-threat landscape emerging. The latest attack vectors and hacking tactics herald a
new reality for business, and LIMA's cyber security service is grounded in that reality.

Stay one step ahead with LIMA’s comprehensive
seven-step roadmap to cyber risk reduction

* Whether you're in a strictly regulated * LIMA works collaboratively and transparently
industry, or a business with a low alongside your IT people and wider team to gain
appetite for risk, or just looking to elevate a comprehensive view of your IT architecture
your existing security footprint, a cyber and operating procedures, and identify the key
resilience review from LIMA helps you risks associated with your IT services — including
plan for tomorrow’s challenges. your people, processes and technology.
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Benefits of this service
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The 3 pillars of cyber security.

Every LIMA roadmap contains a proposed risk action plan, starting with any urgent, tactical
work to be carried out as a priority. We give you the information, the insights and the tooling
to target the gaps in your security plan. From there you can detect threats and respond to
them, from ransomware to cyber-attacks.

Importantly, your roadmap covers not just your platform, but your people and the processes

that support them.
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IT operating procedures

Business continuity
planning approach

Threat detection and
security assurance

Asset control

Platform
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End user computing

Housing, cloud and
networks

Security technology

LIMA has some of the brightest minds in cyber resilience in our dedicated team. We empower

your IT leadership and the wider executive group with a detailed, effective corporate risk register
benchmarked against Cyber Essentials Plus and I1ISO27002s.

LIMA's core cyber security services

Protect and manage

LIMA assesses the security of your IT
infrastructure from muiltiple angles using
expert insights. We establish ongoing
controls to neutralise potential threats and
adapt as threats get more sophisticated.

o Understand who currently accesses
your data, and how

o Prioritise the most valuable or
vulnerable areas of your infrastructure

» Ensure security updates happen
reliably and efficiently

» Keep data protected during transfer

» Embed resilience at a technical level
in business-critical areas, with controls
appropriate to your organisation’s risks

» Harness the power of cloud-based
backup

Detect, Identify, Respond

Our managed vulnerability assessment
service (MVAS) helps you identify
vulnerabilities and risk priorities, with
advice on remediation to keep you secure
and compliant. Managed detection and
response (MDR) gives an enterprise-
grade cyber security capability at a
fraction of the cost of building inhouse.
Extended detection and response (EDR)
and pentesting complete the package.

» Prevent threats targeting host devices -
laptops, servers and desktops

* Harness human expertise, threat
intelligence as well as network and
endpoint detection technologies

* Expect monthly run reports as well
as executive and technology level
reporting for remediation on a per
asset basis



How do you ensure you maintain a
strong, continuous cyber posture
into the future, and keep your data
and reputation secure? With support,
guidance and advice from LIMA.

Experienced

25+ years delivering value as the IT partner of choice
for the UK's most ambitious organisations.

Independent

Broad IT skills across multiple technologies to provide
the best solutions for public and private sectors.

Dependable

Proven track-record of IT deployment across industry.

Insightful

A forward-thinking IT partner combining insight,
expertise and technology to deliver sustainable results.

Delivery

We do whatever it takes to help achieve resilience,
optimisation and growth through technology.

Need more information on LIMA’s seven-step roadmap to
cyber risk reduction? Get in touch with one of our experts.

We deliver value through insight, expertise and r 1

technology as the strategic IT partner for the most
LiMma.Jd

ambitious organisations.
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